) GSMK CryptoPhone IP20 @

Pa3zzoeopwl 6e3 nocmoponnux yweil...

Cmayuonapnuiii IP meneghon ¢ naoémxcnvim wugpo-
sanuem meneg)oHHbIX PA32060PO8 U UHMEPHEMm CO00-

]
WeHUU U MHO2OCMYNEeHYamou 3auumotl yCmpoucmea : 0

TexHnueckue TaHHbIE

MludppoBanue Tesie)OHHBIX Pa3roBOPoOB: 3aITUPPOBAHHBIC
TenedoHHbIEe pa3roBOpPEI epenarotces mo [P ceTw, mogcoenuHsACH K Helt
yepes kabenb. Kirou “Diffie-Hellman” (nmira 4096 6ur) ayreHTH(H-
nupyercs GpyHkiuei hash SHA256. Hosbrit kimtod-kox B 256 OUT reHe-
pHUpyeTcsl U3 CIlyYBaifHOro Marepuasa B Hayajle ¥ YHHYTO-

JKaeTcsl B KOHIIE KaXK10ro ceanca cBsizu. st mmdpoBanus
HCIIOJIb30BaHbI HA/IC)KHBIC M XOPOILIO H3yUeHHBIE aJITOPHT-

MBI AES256 m Twofish.

ludpopanne uHTEpPHET cOOOMIEHN: I MI(PPOBAHUSI TSKCTOBBIX
coobennii B IP ceTy McIobp30BaHbI T e caMble TIPHHIUIIET IH(pOo-
BaHMs - myoauuHbIi Koy “Diffie-Hellman” (nymuna 4096 6ut) ayren-
tuduuupyercs ¢pynkuueit hash SHA 256, adpexruBHbIi 0JHOpa30BbIN
KITFOY-KOJI JUTMHOM B 256 OUT U [IBa CIOKHEHUIIINX 1 OY€HBb HAACKHBIX all-
roputmoB mmdpoBanust AES256 u Tivofish.

3amura tesedona:

1. Onepayuonnas cucmema nogvluienHou 3awuuyenHocmu. B renedone
YCTAaHOBJICHA YKPEIUICHHAs! OepaIlioHHast cucTeMa Linux, co3naHHas
u3 ucxoaHbIX TekeroB Linux OC. B atoii oneparioHHoi cucteme 0J1o-
KHPYIOTCS ysi3BUMbIC KOMITIOHEHTHI OC ¥ He3alUIIIEHHBIC KOMMYHHUKA-
LU, TIOJIBEPTaroIUecs TOTEHIIMOHAILHOMN aTaKe U3BHE.

2. Bawugposannas basa [annvix. B Tenedone yctanoBneHa 3auiugh-
posannas baza Jlannwvlix, B KOTOPOii Tee(HOHHBIE KOHTAKTBI, MATKH 3a-
I POBAHHBIX TEKCTOBBIX COOOMICHU U IPYTUE TAHHBIC COXPAHSIOTCS
B 3ai(pPOBAHHOM BH/JIC M HE TOCTYITHBI JIJIs [TOCTOPOHHUX JIHII.

CoBMecTHMOCTEL: TIOJIHOCTBIO COBMECTHM ¢ ApyruMu [P Tenedonamu
GSMK CryptoPhone (crammoHapHBIMH, COTOBBIMH M CITyTHHKOBOM
cBs131) u ceteBbIMA nTro3amMu GSMK CryptoPhone IP.

I'adaputser: 275x148/170/190x210 mm; Bec - 1450 T
Jucrureii: 5 TFT LCD touch sreen; pasperienune 800x400 mukceneii.

IlopTel u rue3ga: xoaHekrop RJ45 mis moncoenmuenus k IP cetn
(Ethernet 10/100/1000 Base-T); SD/SDHC u USB mopts1; C 13 KoHHEK-
TOp HAPYKHOTO MUTAHUS (TUTaHUE MOYKET MOTYYaTh U Yepe3 HHTCPHET
opr).

KiiaBuarypa: 5-Tu BeKTOpHasi HABUTAIIMOHHAs KiaBuiia; 12 GpyHKIHo-
HaJIBHBIX KJIABUII; 15 TpOrpaMupyemMbIX KJIaBHII.

GSMK CryptoPhone enrHCTBEHHBIH Ha PHIHKE XOPOIIIO 3aIHIIICHHBIH
OT PO CITYIINBAHUS TeNeOH, HCXOJHBIE TEKCTHI MUKPOIIPOTPaMMBI KO-
TOPOTO OTKPBITO OOBSBIISIETCS TSI HE3aBUCHUMOM OLIEHKH 3aIIUIIEHHOC-
ti. Hukakoro "mareHToBaHHOTO" MK "0C000 CEKPETHOro" KOAMPOBa-
HUS1, HUKaKOH Tepeaadn KIF04-Ko/ia TpeThbHM JunaM. Kitod-kox He re-
HEepHUpyeTCs IEHTPAIN30BaHHO, HE NMPEIOCTABISECTCS ONEPaTOpPOM, HE
TIPOM3BOIUTCS PETUCTPALHSI KITFOUI-KO/1a - TPOCTO OE30TIaCHBIH 3BOHOK!

CRYPTOPHONE

360° 3ammTa - yCHJICHHBIN U 3aIU(poBaHHBIH

CryptoPhone IP20 - 0COOEHHO XOpOIIO 3aIHIICH-
HBI OT MPOCIYyUIMBaHUS cTalnunoHapHbd [P Tene-
(OH, HCXOTHBIE TEKCTH MUKPOIIPOTPaMMBI KOTOPOTO
OTKPBITO OOBSABISAIOTCS U HE3aBUCHMOW OIICHKU
3amumeHHocTu. JKemas yOequThCsl B CIOKHOCTH
mdpoBaHus TeIeGOHHBIX Pa3rOBOPOB, a TAKXKE B
TOM, YTO HET HUKaKOH BO3MOYKHOCTH CITyIIaTh Baim
TenedoHHbIC Pa3roBOPHI Jaxke ¢ pasperieHuss GSM
omeparopa, Bel MokeTe 3aKka3aTh OIIEHKY HE3aBUCH-
MBIX 3KcnepToB. MBI ipeocTaBuM Bam BCro TexHU-
YECKYF0 HHPOPMAITHIO TaKe TTepe]] MPHoOpeTeHHEM
TenedoHa.

[pu cozmanuu aroro GSMK Cryptophone st -
poBaHusi Tene(OHHHBIX Pa3roBOPOB ObLIM MCIIONb-
30BaHBl XOPOIIIO U3yYCHHBIE alTOPUTMBI IIU(PPOBa-
Hus ¥ UmHABH  Kiod-ko1. GSMK Cryptophone 3a-
mm¢pyer Bamm tenedoHHBIE pa3roBOpEl M MHTEP-
HET TeKCTOBBIE COOOIICHHS IBYMSI, IO MHEHHIO KpH-
nTorpadoB, CIOKHEHIINME anroputMamMu AES256 u
Twofish.

Hcnonb3oBanHas B TeneOHAX TEXHOJIOTHsS e
JIONTHE TOABI OyaeT Hané)HOH. Terneps MOXXHO OBITH
TBEPAO YBEPEHHBIM - TIOJIB30BATHCSI COTOBBIM TEJe-
¢doHOM cTaso 6e30macHo!
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CRYPTOPHONE

Your local distributor:

UAB “Darseta”

Tel.: +370 68538839
E-mail: darseta@darseta.lt
Web: www.darseta.lt
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